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Over the past 20 years, networking researchers have made impressive strides in understanding the behavior of networked systems.  From early work on packet voice/data multiplexers, to various techniques for providing performance guarantees (deterministic and statistical calculi, theory of effective bandwidths), to investigating LRD traffic, to various models of closed loop congestion control, many of our important advances have been in the “data” plane.  But successful networks require advances not only in the data plane, but also in the control plane, where attention to the issues of robustness, complexity of control, adaptability, modes of failures, safety, predictability, manageability, evolvability, and security are important.  Developing an understanding of these issues is particularly important in the design and deployment of life- and mission-critical networks. The increasing economic and reliance on the Internet make these issues of central importance for the best-effort public Internet as well. Emerging networks such as overlay networks and application-specific sensor networks demand attention to these and other issues. A few points will help illustrate these issues:

· Soft-state versus hard-state protocols.  It is a widely-held belief that soft-state protocols are “more robust” and “less complex” than their hard-state counterparts; a number of important Internet protocols have been designed on this basis. However, the notions of “robustness” and “complexity” have yet to be precisely defined, much less carefully investigated or well-understood.  Is a soft-state approach to signaling, for example, universally better than a hard-state approach (and if so, why) or are there circumstances (e.g., mission-/life critical circumstances, cases where orphaned but not-yet-timed-out state causes severe degradation) where hard-state approaches are preferred?  Is the hard-state/soft-state dichotomy even a meaningful one, given that hard-state protocols (e.g., Q.2931 signaling) can often have most of the mechanisms found in their soft-state counterparts (albeit used differently)?  Is there a theory (perhaps based in the notion of self-stabilizing algorithms) for the development of soft state protocols? These are fundamentally important questions about protocol design, as the notion of state and its maintenance are central to what protocols “do.” The fact that they are still unanswered indicates that our protocol “science” lags far behind our ability to build and deploy such systems.

· Interacting layers of control. The rise of application-level infrastructure such as CDNs, application-level overlays, ASPs, and web-caches have introduced a new layer of (often sophisticated) control.  How will this application-level control interact with controls in the underlying transport and network  layers?  Will the induced interactions be minimal, or might stability issues arise with coupled control loops that operate largely independently of each other? Given that an overlay network will be built, what services can be provided by the “underlay” to effectively support a rich spectrum of overlay networks.

·  Architecture(s) for sensor networks.  Currently, distinct network architectures are being designed for the myriad sensor networks currently being deployed.  The situation is reminiscent of the 1970’s and early 80’s where separate network architectures were being developed for cable-, telephone-, and radio-based packet networks. It took the spread of Cerf and Kahn’s inter-networking to distill out common functionality to be layered on top of disparate link-level technologies.  Will sensor networks that perform functions as distinct as bird-nest habitat monitoring, to river estuary temperature and flow sensing, to radar sensing of the lower boundary layer of the earth’s atmosphere be built as separate “stovepipe” systems, or will they too (like the cable-, packet-, and radio-networks before them) find common elements in a more integrated, all encompassing architecture.  If so, how will  issues of robustness, complexity of control, adaptability, modes of failures, safety, predictability, manageability, evolvability, and security be addressed?
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